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About this document

This product release bulletin reports about theetuy generally available release 7.0 of the
Nexus Certificate Manager product. It provides infation about architectural changes, and
about new and discontinued features.

Interoperability Information

Platform:

Windows 2003 Server R2, Windows 2008 Server, RedBrterprise Linux 5
Support for other Linux distributions upon request.

Database Engine:

Microsoft SQL Server 2005 SP3, Oracle 10g

Support for MySQL upon request.

Java VM:

CM Server & Clients: Java SE Runtime EnvironmeRE) 6 Update 12

CM SDK client (including custom applications usthg SDK): JRE 6 Update 12
Nexus Personal:

Nexus Personal 4.10

Internet Browser:

WebRA CMC/RegUtil Server: Microsoft Internet Expon7

WebRA EUI Server: Microsoft Internet Explorer v7pkilla Firefox 3



Discontinued features
Discontinued platforms:
Red Hat Linux 4

CPM DB, KAR DB

In CM 7.0 the content of the card production dasabéCPM DB) and the key archiving
database (KAR DB) has been integrated into CM DB.

LCM API

The LCM API has been removed from the CM productst@mers using the LCM-API are
advised to migrate to CM SDK or CM Web Servicesxide Professional Services offer
assistance for migration projects.

WebRA - SCEP Registration, Application and Claim modules

The former ‘SCEP Registration’ module in the WebRAs been removed. The SCEP
registration is implemented now in the RA clienfigh adds strong authentication, request
signature, batch registration and auditing capgtiidi the former registration functionality.

The WebRA modules ‘Application’ and ‘Claim’ havedreremoved. These functions will be
replaced by the Credential Life-cycle Manager (Clddinponent in a later CM v7 release.

New features in this release

Architecture overview

The overall architecture of CM 7.0 is illustratedthe diagram below. Most CM v6 server
and client components are retained in their origioan and remain nearly unaltered. Only
the WebRA modules ‘SCEP registration’, ‘Applicati@md ‘Claim’ have been removed. The
new web-based components are CM Protocol GatewdhZ&hWeb Services (CM WS).
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All new CM web components use the CM SDK to acddes CM server. WebRA and
Protocol Gateway are implemented as Java serviétsum in a web servlet engine. CM Web
Services is implemented as XML-based Web Servicesson JAX-WS framework. The
WSDL description of the service is published in gheduct documentation to enable
customers implementing their own Web Service baggdications.

CM Protocol Gateway

The CM Protocol Gateway module supports certificatmagement protocols, such as SCEP,
CMC or CMP. The Protocol Gateway services are impleted as Java servlets and run in a
web servlet engine. Currently, Nexus tests exchlgivon a Tomcat servlet engine. The
Protocol Gateway module is offered as licensabte@doption to CM. The CM SDK server
is included in this license.

SCEP server

The SCEP server is available in CM 7.0. More SCE#togol elements (commands) are
supported than in former CM versions. A more usentlly installation procedure is
provided. Upon a SCEP request a certificate wikkbmlled only if:

= the SCEP client device is registered in CM and
= the registration record is flagged ‘active’ and
= all other conditions defined in the SCEP protocelfalfilled.

CMP server

CMP has been developed with additional propriettgnsions for the German health card
(eGK) project. The CMP module can be added to tbhdyxt on customer request.

CMC server

A new CMC server is planned for CM 7.1. The CMC/Bggmodule of the WebRA can be
used in CM 7.0.

CM Web Services

The CM Web Services module (CM WS) is implementedX®L-based Web Services on

Sun JAX-WS framework. Registration officer functsoare available over this web interface.
The WSDL description of the service is publishedhe product documentation to enable
customers implementing their own Web Services bapgiications. The CM WS module is

offered as licensable add-on option to CM. The abKServer is included in this license.

Not all CM SDK functions are supported in CM 7.0 this version all requests are signed by
a virtual registration officer (VRO) at the CM WS8rger side. A complete coverage of SDK
functions, individual officer signatures and SSlmeounication are planned in CM 7.1. It is

at current time not foreseen to expose AWB functiover CM WS,

CM server improvements
Java version

The server components deploy JRE 6 Update 12.



CM protocol improvements
Changes in TCP protocol

A new protocol between CM server and native CMnt8ehas been introduced in CM 7.0.
The new protocol is based on HTTP and needs orgy(oconfigurable) port connection. CM
7.0 clients deploy the new protocol, if connecttogthe server. For the ease of upgrading
systems in a distributed environment, the CM 7M@esealso supports the CM 6.7 protocol,
i.e. it is backwards compatible with CM 6.5...6.7dlis.

CM client improvements
General Purpose Input View (GPIV)

The General Purpose Input View (GPIV) has beemdhiced in CM 6.6 and can be used Iin
the native RA client for creating certificate, stafken, smart card, and token requests from an
imported list of registration records. The GPIV lhagn extended in this release so that it can
import request records not only from CSV files, bl#o from an LDAP directory. The GPIV
is also able to search and to list data records@8YV files.

SCEP registration

Before the SCEP server can respond to certifiedaeasts with a certificate, the SCEP client
device must be registered. SCEP devices need tegostered over the native RA client. The
registration may have a configurable validity pdridA SCEP device registration can be
entered via the ‘order’ tab of the RA client. Adigistration requests must be signed and can
later also be audited via AWB.

The registration can take place in two differendes
= Single registration: using a preconfigured inpwewj it is possible to register SCEP
devices on-by-one.
= Batch registration: using a preconfigured inpuiw{&PI1V) and CSV file format, it is
possible to import registration records from a fled register multiple records with
one single PIN entry by the administrator.

Each registration record can be edited later amdbeaset ‘active’ or ‘closed’, enabling or
disabling thus the certificate enrolment.

Using the preconfigured input view and CSV filerfat, it is also possible to list all available
registration records to a file.

Java version
The native CM clients as well as the CM SDK clidaploy JRE 6 Update 12.

Upgrade information
Upgrade packages

Besides a complete installation package for CM ujgrade packages are available for
former CM versions 6.5 and later. We recommendornsts to use Nexus Professional
Services to assist the upgrade and subsequentmsysteification tests. We strongly

recommend creating a backup of the database arbriguration data, and exercising the
upgrade procedure in test systems before upgrauiodyction systems.



Functional backward compatibility

In the current release 7.0, the former CM serveraient functions are retained and remain
nearly unaltered, i.e. all functions, objects, ogunfation settings etc. that were available in
version 6.5...6.7 are also available in version 7.0

Database compatibility

The CM 7.0 database is not be compatible with #talsthse scheme of CM 6.7. In particular,
the content of the former CPM DB has been intedgratto CM DB. CPM DB and KAR DB
can be dropped after the upgrade. SQL upgradetsenip provided in the respective upgrade
package for former CM versions 6.5 and later.

CM server compatibility

The Java run-time environment has to be upgradeersion 6 (i.e. JRE 6) before installing
CM 7.0 server components.

CM client compatibility

CM 7.0 is shipped with native CM client and SDKedli components, which use a new HTTP
based protocol to connect to the CM server. Foretise of upgrading distributed systems,
CM 7.0 server also supports the CM 6 protocol @aveeparate port during a migration phase,
i.e. it is backwards compatible with CM 6.5...6.7edlis, including the SDK client, but
excluding the AWB client. An AWB 6.5...6.7 client camly be used to view the current
configuration, but it cannot be used to changereate any key, CA or policy object. The
client backwards compatibility option needs to hat#ed in cm.conf.

Native CM clients as well as the CM SDK client agpIJRE 6 Update 12.
CM SDK compatibility

There are no changes to the Java interface of SBIKustom Java applications, working with
CM SDK 6.5 or later, do not require code changefitt€M SDK 7.0. In this way, client
applications can be easily updated to CM 7.0. Quammigration phase, customers may also
use the CM SDK 6.5...6.7 client in conjunction witM 7.0 SDK server.

How to contact us

Please contact your sales representative for griaformation or to get a copy of the new
version. A free, fully functional evaluation versioan be requested too by new customers.

To provide feedback or to suggest product enhancenglease send an email to
productmanagement@nexussafe.ctfirgou have questions about the product or thigekn,
do not hesitate to contact us. General informasavailable athttp://www.nexussafe.com

Best regards,

Nexus Product Management
Technology Nexus AB

Box 47057

100 74 Stockholm

SWEDEN
productmanagement@nexussafe.com




